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Purpose
This policy guarantees that access controls are put in place to protect [Entity]'s IT resources and data, in line with NIST Cybersecurity Framework (CSF) 2.0, NIST SP 800-53 Revision 5, NIST SP 800-63B, and related standards. It specifies requirements for managing and enforcing access to maintain confidentiality, integrity, and availability.

Reference
· NIST Special Publications: SP 800-53 Rev 5 (Access Control, AC), SP 800-12, SP 800-46, SP 800-48, SP 800-77, SP 800-94, SP 800-97, SP 800-100, SP 800-113, SP 800-114, SP 800-121, SP 800-124, SP 800-164
· NIST Federal Information Processing Standards (FIPS): 199, 140-3
· [Entity] Information Security Policy, Acceptable Use Policy, Data Protection Policy

Policy
This policy applies to all departments, users, and systems accessing [Entity]'s IT resources, including networks, devices, and data. It complements related policies (e.g., Incident Response, Configuration Management).

1. Account Management
The IT Department shall, per NIST SP 800-53 (AC-2):
· Identify account types supporting [Entity]'s mission: individual, shared, group, system, guest/anonymous, emergency, developer/vendor, temporary, and service.
b. Assign account managers for all information system accounts.
· Establish conditions for group and role membership, documented in the [Entity] Role-Based Access Control (RBAC) Policy.
· Specify authorised users, group/role membership, access privileges, and attributes for each account.
· Require system owner approval for account creation requests.
· Create, enable, modify, disable, or remove accounts according to the [Entity] Account Management Procedures.
· Monitor account usage via automated tools (e.g., SIEM systems), in accordance with NIST SP 800-137.
· Notify account managers within 24 hours when accounts are no longer needed, users are terminated or transferred, or there are changes in usage or need-to-know.
· Authorise access based on valid authorisation and the intended system usage.
· Review accounts for compliance quarterly, including immediate termination of access upon employee separation (AC-2(3)).
· Reissue credentials for shared or group accounts when group membership changes.
· Utilise automated mechanisms (e.g., identity management systems) for managing accounts.
· Automatically disable temporary or emergency accounts after 30 days.
· Automatically disable inactive accounts after 90 days.
· Audit account actions (creation, modification, disabling, removal) and notify IT personnel through automated alerts.

2. Access Enforcement
The IT Department shall, per NIST SP 800-53 (AC-3):

· Enforce approved authorisations for logical access using role-based access control (RBAC) or attribute-based access control (ABAC), as defined in the [Entity] RBAC Policy.
· Implement access controls via authentication mechanisms compliant with NIST SP 800-63B (e.g., MFA for sensitive systems).

3. Information Flow Enforcement
The IT Department shall, per NIST SP 800-53 (AC-4):

· Enforce information flow controls within and between systems using data loss prevention (DLP) tools, network segmentation, and firewalls, as outlined in the [Entity] Network Security Policy.

4. Separation of Duties
The IT Department shall, in accordance with NIST SP 800-53 (AC-5):

· Separate duties to prevent malicious activity without collusion (e.g., dividing system administration and audit roles).
· Record separation of duties in the [Entity] RBAC Policy, reviewed annually.
· Establish access authorisations to support the separation of duties.

5. Least Privilege
The IT Department shall, per NIST SP 800-53 (AC-6):

· Apply the principle of least privilege by granting only the necessary access for assigned tasks.
· Explicitly authorise access to hardware and software controls, including routers, firewalls, cryptographic keys, and access control lists.
· Require users with privileged access to utilise non-privileged accounts for non-security functions.
· Restrict privileged accounts to designated IT personnel, with reviews conducted quarterly (AC-6(2)).
· Audit privileged function execution through automated logs.
· Prevent non-privileged users from executing privileged functions using access controls.

6. Unsuccessful Logon Attempts
The IT Department shall ensure systems, per NIST SP 800-53 (AC-7):
· Limit consecutive invalid logon attempts to 5 within a 15-minute period.
· Lock accounts for 30 minutes or until the administrator releases them after a specified number of attempts.
· Implement adaptive authentication (e.g., CAPTCHA) to mitigate brute-force attacks, as recommended by NIST SP 800-63B.

7. System Use Notification
The IT Department shall ensure systems, per NIST SP 800-53 (AC-8):

· Display a warning banner before access, stating:

· Users are accessing [Entity]'s information system.
· Usage is monitored, recorded, and subject to audit.
· Unauthorised use is prohibited and subject to penalties.
· Use indicates consent to monitoring.
· No privacy rights exist, except as recognised by law.
b. Retain the banner until users acknowledge and proceed.
c. For publicly accessible systems:
· Display usage conditions and authorised uses.
· Ensure privacy-compliant monitoring references.

8. Session Lock
The IT Department shall ensure systems, per NIST SP 800-53 (AC-11):

· Initiate session locks after 15 minutes of inactivity or user request.
· Require re-authentication to unlock, per NIST SP 800-63B.
· Conceal screen content

9. Session Termination
The IT Department shall ensure systems, as per NIST SP 800-53 (AC-12): a. Terminate sessions after 30 minutes of inactivity or upon detection of suspicious activity (e.g., anomalous behaviour).

10. Concurrent Session Control
The IT Department shall, in accordance with NIST SP 800-53 (AC-10): a. Limit concurrent sessions to 2 per user for sensitive systems, configurable according to the [Entity] Configuration Management Policy.




11. Permitted Actions Without Identification or Authentication
The IT Department shall, in accordance with NIST SP 800-53 (AC-14): a. identify actions that do not require authentication (e.g., access to a public website). b. document the rationale in the [Entity] Security Plan.

12. Remote Access
The IT Department shall, in accordance with NIST SP 800-53 (AC-17) and SP 800-77: a. Define usage restrictions and configuration requirements in the [Entity] Remote Access Policy. b. Approve remote access before connection. c. Oversee and regulate remote access through VPNs using FIPS 140-3 validated cryptography. d. Direct remote access through managed network access points. e. Limit privileged commands via remote access to designated needs, documented in the [Entity] Security Plan.

13. Wireless Access
The IT Department shall, according to NIST SP 800-53 (AC-18) and SP 800-97: a. Establish usage restrictions and configuration requirements in the [Entity] Wireless Access Policy. b. Authorise wireless access prior to connection. c. Protect wireless access with user/device authentication and FIPS 140-3 validated encryption.

14. Access Control for Mobile Devices
The IT Department shall, per NIST SP 800-53 (AC-19) and SP 800-124: a. Establish usage and configuration requirements in the [Entity] Mobile Device Policy. b. Authorise mobile device connections. c. Employ full-device or container encryption (FIPS 140-3 validated) and remote wipe capabilities.

15. Use of External Information Systems
The IT Department shall, in accordance with NIST SP 800-53 (AC-20): a. Establish terms for external system access, verified through security assessments (e.g., SOC 2 reports). b. Allow external system use only with approved connection agreements.

16. Information Sharing
The IT Department shall, in accordance with NIST SP 800-53 (AC-21): a. Enable authorised users to verify sharing partner access restrictions. b. Use automated tools or manual processes to support sharing decisions.

17. Publicly Accessible Content
The IT Department shall, in accordance with NIST SP 800-53 (AC-22): 

· Designate authorised individuals for public postings. 
· Train individuals to exclude non-public information (e.g., CUI, PII). 
· Review content before and quarterly after posting to remove non-public information.


Compliance
Non-compliance may lead to disciplinary measures, including dismissal, denial of access, or civil/criminal penalties. Contractors may face termination of agreements. Compliance is overseen through audits and metrics (e.g., unauthorised access attempts, audit frequency), in accordance with NIST SP 800-55 Revision 2.

Policy Exceptions
Exceptions require approval from the Chief Information Security Officer (CISO) and Chief Information Officer (CIO). Requests must include scope, justification, risk assessment, mitigation measures, and a compliance timetable.

Revision History
This policy is reviewed annually or as needed to address emerging threats and NIST updates. 

	Date
	Description of Change
	Reviewer

	07/20/2025
	Updated for NIST CSF 2.0 and SP 800-53 R5
	ISO



Related Documents
· [Entity] Information Security Policy
· [Entity] Acceptable Use of Information Technology Resources Policy
· [Entity] Data Protection Policy
· [Entity] Role-Based Access Control (RBAC) Policy
· [Entity] Network Security Policy
· [Entity] Remote Access Policy
· [Entity] Wireless Access Policy
· [Entity] Mobile Device Policy
· [Entity] Incident Response Policy
· [Entity] Configuration Management Policy
· [Entity] Security Plan

Responsible Department
Chief Information Officer and Information System Owners
Contact:
· Email: security@[entity].org
· Helpdesk: (123) 456-7890
· Portal: https://[entity].org/security

Training
Users and administrators must complete annual access control training, including tabletop exercises, as required by NIST CSF 2.0 (PR.AT) and SP 800-53 (AT-2).

Date Issued/Date Reviewed
· Date Issued: July 20, 2025
· Date Reviewed: Annually, next review by July 20, 2026

