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1.0 Purpose and Benefits
This policy establishes the minimum information security standards to protect [Entity]'s systems, data, and operations, ensuring confidentiality, integrity, and availability. It serves as a comprehensive guide for related policies (e.g., IT-001–IT-006), aligning with the NIST Cybersecurity Framework (CSF) 2.0, NIST SP 800-53 Revision 5, NIST SP 800-37, NIST SP 800-171, and IRS Publication 1075. It addresses risks, maintains a secure IT environment, raises awareness, and ensures compliance with legal and regulatory standards, thereby reducing threats such as data breaches and system disruptions.

2.0 Authority
This policy is issued under the authority of [Entity]'s Chief Information Officer (CIO) in accordance with applicable federal, state, and local laws, and NIST CSF 2.0 (GV.PO-01).

3.0 Scope
This policy applies to all systems, both automated and manual, for which [Entity] holds administrative responsibility, including systems managed by third parties. It encompasses all information, regardless of its form or format, created or utilised for business activities, including Controlled Unclassified Information (CUI).

4.0 Information Statement
This policy establishes a framework for organisational security, risk management, and compliance, in accordance with NIST SP 800-53 (PM-9, AC-2, RA-3) and SP 800-37. It ensures users sign access agreements (SP 800-53, PS-6) and systems display warning banners indicating monitoring and no privacy expectation, except as recognised by law (SP 800-53, AC-8).

4.1 Organisational Security
The IT Department shall, per NIST SP 800-53 (PM-9):
1. Appoint an Information Security Officer (ISO) or team responsible for risk management and technical security tasks, including senior executives.
2. Ensure risk-related decisions align with strategic goals and risk tolerance, in accordance with the [Entity] Risk Management Strategy.
3. Maintain responsibility for outsourced security roles.
4. Make risk decisions in consultation with risk management and technical security functions.

4.2 Functional Responsibilities
1. Executive Management shall:
· Evaluate and accept risks.
· Integrate security responsibilities into processes.
· Support policy implementation with resources.
· Promote awareness via ISO-provided materials.
· Implement information classification and categorisation in accordance with the [Entity] Information Classification Standard.
· Manage information assets (creation, use, disposal) based on classification.
· Assign information owners while retaining ultimate responsibility.
· Participate in incident response and comply with breach notification requirements.
· Communicate legal/regulatory requirements to the ISO.
· Ensure the workforce and third parties understand policy requirements and implications.

2. ISO shall:
· Maintain business function knowledge and annual Continuing Professional Education (CPE) credits.
· Assess policy and regulatory compliance.
· Evaluate and manage security risks.
· Advise on security architecture and procurement.
· Escalate unresolved security concerns.
· Disseminate threat intelligence.
· Participate in incident response and policy development.
· Promote awareness.

3. IT Management shall:
· Provide clear direction for security controls.
· Allocate resources for security in accordance with this policy.
· Implement controls based on data classification.
· Train technical staff on secure operations (e.g., secure coding).
· Support asset protection and control implementation.
· Implement business continuity and disaster recovery plans in accordance with the [Entity] Contingency Planning Policy.

4. Workforce shall:
· Understand baseline security controls for confidentiality, integrity, and availability.
· Protect information from unauthorised use/disclosure.
· Comply with the [Entity] Acceptable Use Policy (IT-001).
· Report incidents/weaknesses to managers and the ISO.


5. CISO shall:
· Provide security expertise and develop the security program.
· Establish enterprise policies and standards.
· Assess compliance and advise on secure engineering.
· Coordinate incident response and monitor networks for anomalies.
· Maintain contact with security groups and notify them of threats.

4.3 Separation of Duties
Per NIST SP 800-53 (AC-5):
1. Implement a separation of duties to reduce the risk of misuse.
2. Use compensatory controls (e.g., monitoring, audit trails) when separation is infeasible.
3. Ensure independent audit and approval of security controls.

4.4 Information Risk Management
Per NIST SP 800-53 (RA-3) and SP 800-37:
1. Conduct annual risk assessments for systems and processes, per the [Entity] Information Security Risk Management Standard.
2. Perform assessments for new projects, technology changes, or vulnerabilities.
3. Select risk assessment methodologies based on needs and regulations.
4. Document results and decisions.

4.5 Information Classification and Handling
Per NIST SP 800-53 (MP-3) and SP 800-171 (3.4.1):
1. Use information only for intended business purposes.
2. Assign information owners within business units.
3. Manage information from creation to disposal, per the [Entity] Sanitization/Secure Disposal Standard.
4. Classify information based on confidentiality, integrity, and availability.
5. Assign the highest classification based on data elements.
6. Treat unclassified or PII data as high confidentiality.
7. Evaluate merged data for new classifications.
8. Apply baseline controls per classification.
9. Communicate secure handling requirements to the workforce.
10. Maintain an automated inventory of information assets.
11. Review public content for appropriateness, per a defined process.
12. Protect PII with approved safeguards.
13. For non-public information sharing, establish a process to:
· Document sensitivity.
· Define protection responsibilities.
· Specify minimum controls.
· Record protection measures.
· Measure compliance.
· Require signoff.
· Review controls annually.

4.6 IT Asset Management
Per NIST SP 800-53 (CM-8):
1. Assign IT hardware/software to business units or individuals.
2. Maintain an automated inventory of assets (e.g., network address, software version).
3. Scan for unauthorised assets and inform staff, in accordance with the [Entity] Secure Configuration Standard.

4.7 Personnel Security
Per NIST SP 800-53 (PS-2, PS-3):
1. Provide security awareness training within 30 days of hire and on an annual basis, as specified by IT-006.
2. Require the workforce to sign access agreements confirming IT-001 compliance.
3. Evaluate job positions for sensitive access requirements.
4. Perform suitability assessments for sensitive roles, including criminal history checks where allowed.
5. Review suitability periodically and upon role changes.
6. Ensure property return and account deactivation upon separation, as per IT-003.

4.8 Cyber Incident Management
Per NIST SP 800-53 (IR-4):
1. Implement an incident response plan in accordance with the [Entity] Cyber Incident Response Standard.
2. Report incidents and weaknesses to managers and the ISO.
3. Notify the Security Operations Centre of significant incidents that require forensic investigation.
4. Allow confidential reporting to the Security Operations Centre.

4.9 Physical and Environmental Security
Per NIST SP 800-53 (PE-3, PE-13):
1. Establish security perimeters and access controls for processing/storage facilities.
2. Conduct annual risk assessments for facilities.
3. Protect IT equipment from threats and hazards.
4. Secure equipment/media per data classification.
5. Escort visitors, including maintenance personnel.

4.10 Account Management and Access Control
Per NIST SP 800-53 (AC-2, AC-6) and SP 800-63B:
1. Assign account management responsibilities, per IT-003.
2. Use unique user-IDs and authentication tokens (e.g., passwords, biometrics) with MFA for IAL 2/3 systems.
3. Lock sessions after 15 minutes of inactivity, requiring re-authentication with screen concealment (AC-11).
4. Terminate sessions after 18 hours or suspicious activity (AC-12).
5. Limit concurrent sessions to 2 for sensitive systems (AC-10).
6. Protect tokens using FIPS 140-3 cryptography, stored in approved vaults.
7. Grant access based on least privilege, per information owner decisions.
8. Use separate non-privileged accounts for normal tasks.
9. Implement logon banners indicating monitoring and no expectation of privacy (AC-8).
10. Authorise and assess remote access, using managed entry points, per the [Entity] Remote Access Standard.

4.11 Systems Security
Per NIST SP 800-53 (SA-4, SI-4):
1. Assign responsibilities for system maintenance and administration.
2. Ensure document security at the start of the system, in accordance with the [Entity] Secure System Development Lifecycle Standard.
3. Implement controls according to data classification.
4. Synchronise system clocks to UTC using multiple time sources.
5. Use separate environments for development, testing, and production.
6. Establish formal change control procedures.
7. For databases/software:
· Use secure coding practices to avoid vulnerabilities.
· Protect test data per classification.
· Mask sensitive production data for testing.
· Restrict development tools and source code on production systems.
· Document migration processes.
8. For network systems:
· Authorise and document connections, reviewed annually.
· Maintain tiered network segmentation.
· Require network authentication for users/devices.
· Restrict network traffic monitoring to authorised personnel.
· Conduct risk assessments for network changes.

4.12 Vulnerability Management
Per NIST SP 800-53 (SI-2, CA-8):
1. Scan systems for vulnerabilities before deployment and on a quarterly basis thereafter.
2. Conduct annual penetration testing for critical systems.
3. Coordinate scanning/testing with third parties, per agreements.
4. Review scan/test results promptly and share with the ISO.
5. Create and update POAs and Ms for vulnerabilities, as per IT-005.
6. Authorise scanning/testing personnel, notifying the CISO in advance.

4.13 Operations Security
Per NIST SP 800-53 (SI-4, CP-2):
1. Document operating instructions and incident management procedures.
2. Follow approved configuration standards.
3. Monitor system capacity continuously.
4. Coordinate responsibilities for shared services.
5. Enable host-based firewalls on workstations.
6. Implement controls (e.g., antivirus software, web filtering) to prevent the execution of malicious code.
7. Disable automatic execution of removable media content.
8. Restrict storage to authorised locations.
9. Allow only approved software execution.
10. Maintain systems at vendor-supported levels.
11. Apply security patches promptly via automated processes.
12. Remove unsupported systems.
13. Monitor systems for access control deviations in accordance with the [Entity] Security Logging Standard.
14. Protect and retain audit logs.
15. Deploy intrusion detection/prevention systems to alert incident response teams.
16. Establish and test contingency plans annually, defining RTO/RPO for critical systems.
17. Test backups and restoration regularly, applying separation of duties.

5.0 Compliance
This policy takes effect upon publication and is reviewed annually to stay aligned with NIST CSF 2.0 and emerging threats (GV.PO-01). Non-compliance may lead to disciplinary measures, including dismissal or civil/criminal penalties. Contractors may face contract termination. Exceptions require approval through the Chief Information Security Officer’s process, including scope, justification, risk assessment, and mitigation strategies.

6.0 Definitions of Key Terms
· Controlled Unclassified Information (CUI): Information requiring safeguarding per NIST SP 800-171.
· Personally Identifiable Information (PII): Information identifying an individual, per NIST SP 800-122.
· Insider Threat: Actions by authorised users harming systems or data, per NIST SP 800-53 (PM-16).
· Least Privilege: Granting only necessary access for tasks, per NIST SP 800-53 (AC-6).
· Audit Log: Records of system activities for monitoring, per NIST SP 800-53 (AU-2).
· Secure System Development Lifecycle (SDLC): Process for secure system development, per NIST SP 800-37.

7.0 Contact Information
Submit inquiries, incident reports, or enhancement requests to:

Information Security Office
Email: security@[entity].org
Helpdesk: (123) 456-7890
Online Portal: https://[entity].org/security 


8.0 Revision History
This policy is reviewed annually or as needed to address emerging threats and NIST updates. 

	Date
	Description of Change
	Reviewer

	07/20/2025
	Updated for NIST CSF 2.0 and SP 800-53 R5
	ISO



9.0 Related Documents
· [Entity] Acceptable Use of Information Technology Resources Policy
· [Entity] Access Control Policy
· [Entity] Account Management / Access Control Standard
· [Entity] Identification and Authentication Policy
· [Entity] Security Assessment and Authorization Policy
· [Entity] Security Awareness and Training Policy
· [Entity] Information Classification Standard
· [Entity] Sanitization/Secure Disposal Standard
· [Entity] Secure Configuration Standard
· [Entity] Cyber Incident Response Standard
· [Entity] Remote Access Standard
· [Entity] Secure System Development Lifecycle Standard
· [Entity] Secure Coding Standard
· [Entity] Patch Management Standard
· [Entity] Vulnerability Scanning Standard
· [Entity] Risk Management Strategy
· [Entity] Contingency Planning Policy
· NIST SP 800-53 Revision 5 Security and Privacy Controls
· IRS Publication 1075 Tax Information Security Guidelines

10.0 Training and Metrics
· Training: Users and administrators must complete annual security awareness and role-based training, including tabletop exercises, as outlined in IT-006 and NIST CSF 2.0 (PR.AT). Training encompasses secure handling, incident reporting, and supply chain risk management.
· Metrics: [Entity] tracks compliance metrics (e.g., incident rates, training completion rates, vulnerability remediation rates) in accordance with NIST SP 800-55 Revision 2.

