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1.0 Purpose and Benefits
This standard sets out rules and procedures for creating, maintaining, and managing digital identities and access to [Entity]'s applications and resources, ensuring the security of systems and data. It aligns with NIST Cybersecurity Framework (CSF) 2.0, NIST SP 800-53 Revision 5, NIST SP 800-63B, and related standards to reduce risks such as unauthorised access and data breaches.

2.0 Authority
This standard is issued under the authority of [Entity]'s Chief Information Officer (CIO) in accordance with applicable federal, state, and local laws, as well as organisational governance frameworks, including NIST CSF 2.0 (GV.PO-01).

3.0 Scope
This standard applies to all systems developed by or for [Entity] requiring authenticated access, including development, test, quality assurance, production, and ad hoc systems. It covers all users (employees, contractors, vendors) and account types.

4.0 Information Statement
Account management and access control involve requesting, creating, issuing, modifying, and disabling user accounts; managing access to resources; defining group or role membership; and monitoring these functions. This standard ensures compliance with NIST SP 800-53 (AC-2, AC-3, AC-6) and SP 800- 63 b. Users have no expectation of privacy, except as recognised by law, and systems display warning banners indicating monitoring (SP 800-53, AC-8).

4.1 Account Management/Access Control Roles
Roles are assigned for each resource and application, with a documented list of authorised users maintained. Roles may be allocated to individuals or groups, in accordance with NIST SP 800-53 (AC-5).






1. Information Owner:
· Delegates account managers to ensure proper access levels.
· Defines roles, groups, and access levels, as documented in the [Entity] RBAC Policy.
· Establishes authorized users and Identity Assurance Levels (IALs) according to NIST SP 800-63-3.
· Reviews accounts and access annually, coordinating with business units to inform account managers of changes (e.g., termination, transfer).
· Ensures users have signed access agreements (SP 800-53, PS-6).
2. Account Manager:
· Collaborates with information owners to establish access privileges.
· Specifies technical standards for access.
· Assigns tasks to account administrators, if relevant.
· Develops and sustains account management procedures.
· Performs administrative duties as required.
3. Account Administrator (Optional):
· Maintains account management records (e.g., requests, approvals).
· Enrolls new users, enables or disables accounts, and assigns roles and privileges.
· Collects data for periodic account reviews.
· Handles password resets per the [Entity] Authentication Tokens Standard.
4. Entitlement Administrator (Optional):
· Assigns rights/privileges to users or groups.
· Maintains records and supports periodic reviews.

4.2 Account Types
All account types adhere to the [Entity] Authentication Tokens Standard and NIST SP 800-63B (e.g., MFA for IAL 2/3, FIPS 140-3 cryptography).

1. Individual Accounts:
· Unique accounts for single users, authenticated via digital identity with assigned permissions.
2. Privileged Accounts:
· Restricted to users requiring elevated access for job duties, adhering to least privilege (SP 800-53, AC-6).
· Administrative Accounts:
· Allow modification of system settings or accounts.
· Use IALs matching resource sensitivity.
· Avoid user IDs indicating privilege (e.g., “admin”).
· Follow standardised naming conventions.
· Revoked per organisational requirements, reviewed quarterly (AC-6(2)).
· Default Privileged Accounts (e.g., root):
· Disabled or renamed if feasible.
· Used only for initial installation or as service accounts with alerts for login attempts.
· Passwords have been changed from defaults and are known by at least two individuals, in accordance with shared account rules.
3. Service Accounts:
· Assigned to processes, not users, with a designated owner.
· Restricted to specific devices/hours.
· Not used interactively, except for installation/troubleshooting via “switch user” or “run as.”
· Passwords known by at least two individuals, changed upon employee separation.
4. Shared Accounts:
· Used only when individual accounts are infeasible, documented, and approved by the ISO.
· Implement compensatory controls (e.g., logging, restricted access).
· Users log in with individual accounts and switch to shared accounts.
· Passwords are reset according to the Authentication Tokens Standard or when access needs to change.
5. Default Non-Privileged Accounts (e.g., Guest, Anonymous):
· Disabled until needed, following risk assessment.
· Limited permissions, restricted network access.
· Passwords are changed monthly, not user-modifiable, with usage logs.
6. Emergency Accounts:
· Short-term, disabled after 24 hours.
· Bypasses normal authorisation for crisis situations, with strict restrictions.
7. Temporary Accounts:
· Short-term with defined start/stop dates and limited permissions.

4.3 Account Management and Access Control Functions
Automated mechanisms (e.g., SIEM systems) monitor account activity and alert staff to unusual behaviour, in accordance with NIST SP 800-137. Access control policies (e.g., RBAC, ABAC) enforce authorisations (SP 800-53, AC-3).

1. Creating New Accounts:
· Requires approved business justification and authorisation.
2. Modifying Account Attributes:
· Performed only by authenticated users or authorised managers.
3. Enabling Access:
· Granted per least privilege with valid authorisation.
4. Modifying Access:
· Reviewed immediately upon position changes, removing unneeded access.
5. Disabling Accounts/Removing Access:
· Event/Risk-Based: Disable accounts posing significant risk (e.g., disgruntled employees) in coordination with incident response, legal, and HR. Re-enabling requires ISO approval.
· De-provisioning Upon Separation: Disable accounts and revoke credentials immediately.
· Inactivity Disable: Disable accounts per Table 1; access attributes may remain if appropriate.
6. Reviewing Accounts and Access:
· Annual review of all accounts by information owners.
· Quarterly review of privileged accounts (AC-6(2)).
· Annual review of access authorizations.
· Archive accounts after 5 years of inactivity or audit completion.
7. Unlocking User Accounts:
· Requires vetting via pre-registered knowledge tokens.
8. Secure Log-on Procedures (SP 800-53, AC-8):
· Conceal tokens during entry.
· Display the last successful log-on date/time and unsuccessful attempts post-login.
9. Session Inactivity Lock (SP 800-53, AC-11):
· Lock sessions after 15 minutes of inactivity, requiring re-authentication with screen concealment.
10. Connection Time-out (SP 800-53, AC-12):
· Terminate sessions after 18 hours or upon suspicious activity (e.g., anomalous behaviour).
11. Concurrent Session Control (SP 800-53, AC-10):
· Limit to 2 concurrent sessions for sensitive systems, per [Entity] Configuration Management Policy.
12. Logging/Auditing/Monitoring (SP 800-53, AU-2):
· Log all account activity per the [Entity] Security Logging Standard.
· Restrict audit record modification to designated privileged accounts.
· Trace access attribute changes to individuals.
· 
Table 1 – Account Management Standards per Identity Assurance Level

	Category
	IAL 1
	IAL 2
	IAL 3

	Account disabled after inactivity
	1096 days
	90 days
	90 days

	Notification before disabling
	30 days
	30 days
	14 days

	Account locked after failed logins
	10 attempts
	5 attempts
	3 attempts

	Authoritative attribute required
	No
	Yes
	Yes

	Email notification for events 
(e.g., token change, account disable, reactivation)
	If known
	Yes
	Yes

	Self-service functionality
	Yes
	Yes
	No

	MFA required
	No
	Yes
	Yes



5.0 Compliance
This standard takes effect upon publication and is reviewed annually to align with NIST CSF 2.0 and evolving threats (GV.PO-01). Non-compliance may result in disciplinary action, including termination or civil/criminal penalties. Contractors face agreement termination. Exceptions require approval through the Chief Information Security Officer’s process, including scope, justification, risk assessment, and mitigation plans.
6.0 Definitions of Key Terms
· Controlled Unclassified Information (CUI): Information that must be protected according to NIST SP 800-171.
· Personally Identifiable Information (PII): Information that identifies an individual, according to NIST SP 800-122.
· Identity Assurance Level (IAL): Degree of confidence in a user’s identity, according to NIST SP 800-63-3.
· Privileged Account: An account with elevated access, subject to the principle of least privilege.
· Audit Log: Records of system activities for monitoring, in accordance with NIST SP 800-53 (AU-2).

7.0 Contact Information
Submit inquiries, incident reports, or enhancement requests to:
Information Security Office
Email: security@[entity].org
Helpdesk: (123) 456-7890
Online Portal: https://[entity].org/security 

8.0 Revision History
This standard is reviewed annually or as needed to address emerging threats and updates from NIST. 
	Date
	Description of Change
	Reviewer

	07/20/2025
	Updated for NIST CSF 2.0 and SP 800-53 R5
	ISO



9.0 Related Documents
· [Entity] Information Security Policy
· [Entity] Acceptable Use of Information Technology Resources Policy
· [Entity] Access Control Policy
· [Entity] Authentication Tokens Standard
· [Entity] Security Logging Standard
· [Entity] Role-Based Access Control (RBAC) Policy
· [Entity] Configuration Management Policy
· [Entity] Incident Response Policy
· NIST SP 800-63-3 Digital Identity Guidelines

10.0 Training and Metrics
· Training: Users and administrators must undertake annual training on account management and access control, including tabletop exercises, per NIST CSF 2.0 (PR.AT) and SP 800-53 (AT-2).
· Metrics: [Entity] monitors compliance metrics (e.g., unauthorized access attempts, audit frequency, training completion) following NIST SP 800-55 Revision 2.
