IT-008 - Policy Glossary of Terms and Abbreviations
This glossary explains key terms and abbreviations used throughout [Entity]'s IT policies (IT-001–IT-007) to promote consistent understanding and compliance with NIST Cybersecurity Framework (CSF) 2.0, NIST SP 800-53 Revision 5, NIST SP 800-171, and related standards.
	Term/Abbreviation
	Definition

	ABAC
	Attribute-Based Access Control: A method of regulating access to systems or data based on attributes of users, resources, or environments, per NIST SP 800-53 (AC-3).

	Audit Log
	Records of system activities used for monitoring and auditing, such as user logins or configuration changes, per NIST SP 800-53 (AU-2).

	CISO
	Chief Information Security Officer: The senior-level executive responsible for developing and overseeing the information security program, including policy, strategy, and incident response coordination, per NIST SP 800-53 (PM-2).

	Collaborative Computing Devices
	Devices enabling real-time interaction (e.g., video conferencing systems), requiring specific security controls to prevent unauthorised activation, per NIST SP 800-53 (SC-15).

	Continuous Monitoring
	Ongoing assessment of security controls to detect vulnerabilities and ensure compliance, using tools like SIEM systems, per NIST SP 800-137.

	CUI
	Controlled Unclassified Information: Information requiring safeguarding or dissemination controls pursuant to federal law, regulation, or policy, per NIST SP 800-171.

	Environmental Controls
	Systems such as fire suppression, HVAC, and power management that protect IT facilities, per NIST SP 800-53 (PE-13).

	FICAM
	Federal Identity, Credential, and Access Management: A framework for trusted identity solutions, enabling secure credential acceptance across agencies, per NIST SP 800-63.

	FIPS
	Federal Information Processing Standards: Standards for cryptographic modules (e.g., FIPS 140-3) and personal identity verification (e.g., FIPS 201), per NIST publications.

	IAL
	Identity Assurance Level: The degree of confidence in a user’s identity, ranging from low (IAL 1) to high (IAL 3), per NIST SP 800-63-3.

	Insider Threat
	Actions by authorized users (e.g., employees, contractors) that harm systems or data, such as unauthorized access or data exfiltration, per NIST SP 800-53 (PM-16).

	ISA
	Interconnection Security Agreement: A documented agreement governing security requirements for system interconnections, per NIST SP 800-47.

	ISO
	Information Security Officer: The individual or group responsible for evaluating and advising on information security risks, per NIST SP 800-53 (PM-2).

	IT Resources
	Systems, networks, devices, and data owned or managed by [Entity], including third-party hosted systems, per NIST SP 800-53 (CM-8).

	Least Privilege
	The principle of granting users only the access necessary for their assigned tasks, per NIST SP 800-53 (AC-6).

	MFA
	Multi-Factor Authentication: Authentication using two or more factors (e.g., password, token, biometric), per NIST SP 800-63B.

	PII
	Personally Identifiable Information: Information that can identify an individual (e.g., name, Social Security number), per NIST SP 800-122.

	PIV
	Personal Identity Verification: Credentials meeting FIPS 201 standards for federal employees and contractors, used for secure authentication.

	POA&M
	Plan of Action and Milestones: A document outlining remedial actions to address system vulnerabilities, prioritized by risk severity, per NIST SP 800-37.

	RBAC
	Role-Based Access Control: A method of regulating access based on user roles, per NIST SP 800-53 (AC-3).

	RTO/RPO
	Recovery Time Objective/Recovery Point Objective: Metrics defining acceptable downtime and data loss for critical systems, per NIST SP 800-53 (CP-2).

	SDLC
	Secure System Development Lifecycle: A process for integrating security into system development, from inception to decommissioning, per NIST SP 800-37.

	Security Controls
	Safeguards or countermeasures to protect systems and data, addressing confidentiality, integrity, and availability, per NIST SP 800-53.

	Sensitive Data
	Non-public data whose unauthorized disclosure could harm [Entity] or individuals, requiring protection per organizational policies.

	SIEM
	Security Information and Event Management: Systems for collecting, analysing, and correlating security event data to detect anomalies, per NIST SP 800-137.

	UTC
	Coordinated Universal Time: The standard time reference for synchronizing system clocks, per NIST SP 800-53 (AU-8).



