IT-006 - Security Awareness and Training Policy 

No: IT-006
IT Policy: Security Awareness and Training Policy
Updated: July 20, 2025
Issued By: Chief Information Officer
Owner: Information Security Office 

1.0 Purpose and Benefits
This policy guarantees that all users of [Entity]'s IT resources receive appropriate security awareness and training to protect systems and data, including Controlled Unclassified Information (CUI). 

It aligns with NIST Cybersecurity Framework (CSF) 2.0, NIST SP 800-53 Revision 5, NIST SP 800-50, NIST SP 800-16, and 5 CFR 930.301 to mitigate risks such as insider threats, social engineering, and security incidents.

2.0 Authority
This policy is issued under the authority of [Entity]'s Chief Information Officer (CIO) in accordance with applicable federal, state, and local laws, and NIST CSF 2.0 (GV.PO-01).

3.0 Scope
This policy applies to all departments and users (employees, contractors, vendors) accessing [Entity]'s IT resources and assets. It complements related policies (e.g., IT-001–IT-005).

4.0 Information Statement
Security awareness and training ensure users understand their responsibilities to maintain security, recognise threats, and respond to incidents, in accordance with NIST SP 800-53 (AT-2, AT-3) and SP 800-50. Training comprises initial, ongoing, and role-based programmes, with practical exercises to reinforce objectives. Users must complete training and sign access agreements before gaining system access, as specified in SP 800-53 (PS-6).

4.1 Security Awareness Training
The IT Department shall, per NIST SP 800-53 (AT-2) and SP 800-50:
1. Provide security awareness training:
· For new users before system access.
· Annually and upon significant system changes.
2. Develop content based on organizational needs and system access, covering:
· Need for information security and user actions to maintain it.
· Incident reporting procedures, per the [Entity] Incident Response Policy.
· Awareness of operations security, insider threats, and social engineering (e.g., phishing).
· CUI protection requirements (SP 800-171, 3.2.1).
· Supply chain risks (CSF 2.0, PR.PS-01).
3. Utilise techniques such as e-learning, workshops, posters, email advisories, login messages, and security awareness events.

4.2 Insider Threat Awareness
The IT Department shall, per NIST SP 800-53 (AT-2(2), PM-16):
1. Provide training on recognising and reporting insider threat indicators (e.g., unauthorised access attempts, data exfiltration).
2. Integrate with threat intelligence sharing programs, as outlined in the [Entity] Risk Management Strategy.

4.3 Role-Based Security Training
The IT Department shall, per NIST SP 800-53 (AT-3) and SP 800-16:
1. Provide role-based training for personnel with security roles (e.g., system administrators, developers, incident responders):
· Before authorising system access or performing duties.
· Annually and upon system changes.
2. Train designated personnel on environmental controls (e.g., fire suppression, HVAC, power systems).
3. Train personnel on physical security controls (e.g., access devices, intrusion alarms, surveillance).

4.4 Practical Exercises
The IT Department shall, per NIST SP 800-53 (AT-3) and SP 800-50:
1. Conduct practical exercises (e.g., simulated phishing, cyber-attack scenarios) to reinforce training objectives, tailored to roles (e.g., developers learning secure coding, executives handling spear phishing).

4.5 Suspicious Communications and Anomalous Behaviour
The IT Department shall, per NIST SP 800-53 (AT-2):
1. Train designated staff to recognise and report suspicious communications (e.g., phishing emails) and anomalous system behaviour (e.g., unexpected logins), integrating with the [Entity] Incident Response Policy.

4.6 Security Training Records
The IT Department shall, per NIST SP 800-53 (AT-4):
1. Designate personnel to document and monitor training activities, including awareness and role-based training.
2. Retain training records for 3 years, audited annually to ensure compliance.


5.0 Compliance
This policy is effective upon publication and will be reviewed annually to ensure alignment with NIST CSF 2.0 and evolving threats (GV.PO-01). Non-compliance may result in disciplinary action, including termination, as well as civil/criminal penalties. Contractors face agreement termination. Exceptions require approval through the Chief Information Security Officer’s process, which includes scope, justification, risk assessment, and mitigation plans.

6.0 Definitions of Key Terms
· Controlled Unclassified Information (CUI): Information requiring safeguarding per NIST SP 800-171.
· Insider Threat: Actions by authorised users that harm systems or data, per NIST SP 800-53 (PM-16).
· Security Awareness Training: Training to promote security understanding, per NIST SP 800-50.
· Role-Based Training: Training tailored to specific security roles, per NIST SP 800-16.
· Environmental Controls: Systems like fire suppression and HVAC, per NIST SP 800-53 (PE-13).
· Physical Security Controls: Devices such as access controls and alarms, as per NIST SP 800-53 (PE-3).

7.0 Contact Information
Submit inquiries, incident reports, or enhancement requests to:

Information Security Office
Email: security@[entity].org
Helpdesk: (123) 456-7890
Online Portal: https://[entity].org/security 

8.0 Revision History
This policy is reviewed annually or as needed to address emerging threats and NIST updates. 
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9.0 Related Documents
· [Entity] Information Security Policy
· [Entity] Acceptable Use of Information Technology Resources Policy
· [Entity] Access Control Policy
· [Entity] Account Management / Access Control Standard
· [Entity] Identification and Authentication Policy
· [Entity] Security Assessment and Authorisation Policy
· [Entity] Risk Management Strategy
· [Entity] Incident Response Policy
· [Entity] Configuration Management Policy
· NIST SP 800-50 Building an Information Technology Security Awareness and Training Program
· NIST SP 800-16 A Role-Based Model for Federal Information Technology/Cybersecurity Training

10.0 Training and Metrics
· Training: Users and administrators must complete annual security awareness and role-based training, including tabletop exercises, in accordance with NIST CSF 2.0 (PR.AT) and SP 800-53 (AT-2, AT-3). The training employs e-learning, workshops, and gamification to boost engagement.
· Metrics: [Entity] monitors compliance metrics (e.g., training completion rates, quiz scores, incident reporting accuracy) as per NIST SP 800-55 Revision 2.

